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I Cyber SHIELD Overview: Introduction

Security through Hardware Integration, Education, and Ensure grid security enhanced and
Layered Defense is an INL initiative aimed at “raising the renewable sector maturity as grid
floor in cybersecurity for renewables”. transition accelerates

Within a decade, renewables will be the leading generation
source in our grids. The transition must ensure the future !i Present Future
: [

i Li

grid is secure. Need to rapidly mature cybersecurity.

The Cyber SHIELD initiative leverages multiple robust
tools that have been developed under DHS programs. I
These tools are tuned for use with renewable assets and
accommodate any level of cyber maturity.

DOE-INL-Industry-Partnership

| E— O i e, \\\\\\
The initial focus with the launch of the Cyber SHIELD ) =geucraior _“" \J =gencrator ']““ W
program is the deployment of the INL Cybersecurity . =inverter . =inverter

Evaluation Risk Tool (INL-CERT) and Asset Interaction
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- Benefits of the tools
Why?

» Get to know what you have, better view of asset

* DOE funded engagement for a Public- - level risks - devices, protocols, misconfigurations.
Private Partnership » Helps identify potential attacks, vulnerabilities, and

. Regulator bodies and Reliability ch:g\e/?s/edxer)\i?ciSSYVIth more precision specific to your
organization Shifting to recognize impact to * Increases network visibility to make informed

the overall grid decisions and improve reliability.

« lnsurance industry shift to burden of proof » Guided cybersecurity assessment tuned to the
renewable industry to help identify or validate where

and expansion of contract litigation* your cyber program is.
o Improved operational reliability and » Ability to map network architecture within the
resiliency assessment to control areas to help identify or

validate your cyber posture

° Lowering business risk  Highlight possible next steps in evaluating strengths
and weakness

*University of California Sues Lloyd’s Syndicates Over Cyber Insurance  + Ability to utilize DOE resources to explore and
https://www.wsj.com/articles/university-of-california-sues-lloyds-syndicates-over-cyber- identify |onger term commercial solutions.

insurance-da4675f5
IDAHO NATIONAL LABORATORY




I Cyber SHIELD Overview: Program Tools & Obijectives

In order to support the “raise the floor” objectives, the initial
focus has been deployment of three initiatives:

INL Malcolm-AIA — Asseft Interaction Analysis: Links
assets to business processes and translates the business
processes to OT devices. Supports deeper threat and
vulnerability identification/analysis for user.

INL Cyber CERT — Program Assessment: Provides
entities access to a cybersecurity assessment of basic
programs and capabilities along with risk-based
recommendations for improving their maturity.

INL Cyber CERT — Architecture Basics: Allows entities

to plot network design and identify basic vulnerabilities in
current state.

Component Integration
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Il Cyber SHIELD Overview: The Security Imperative

PV + wind plants

- Forecasted numbers -

Key
Bl — Hlothers

Average total cost of a mega breach by number of records lost I Wind P Cyberattacks

« QOperational and Cybersecurity Resilience

Notes
1 PV generator = 10 inverters

1 wind generator = 50 wind
turbines

« Cybersecurity Threat and Risk Mitigation

P: Total Average Capacity
size/Plant - 10 MW

Wind: Total Average Capacity
size/Flant - 83 MW

The rapid and frequent evolution of
technology and the cyber threat
landscape brings urgency to the
importance of maturing security within _ ot
the renewable sector to support e . e
effective transition. f e im i B Bu e e L.

Estimated Aversge Size Ufility
cannected Inverter -
appraximately 1 MW

Estimsted 70,142 Turbines
installed in 2020

2020 - 4500 PV Plants and
1422 Wind Plantz

P estimated 10 Inverters per

The number of generator plants will increase +400%,
significantly increasing the potential cyber attack

space.
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% Total Units, Energy, and Capacity

~4100 Billion kWh

% Total Energy by Type
m % Total Capacity

% Generator Count

Fossil Fuel
Generation

Nuclear

Conventional

Hydroelectric

Wind

Solar PV Utility

Other Renewable
Energy Sources

60.42%

18.75%

6.06%

9.11%

2.78%

1.69%

66.03%

8.05%

6.44%

10.75%

4.86%

3.87%

44.44%

0.38%

16.30%

6.03%

21.33%

11.53%

% Total Units, Energy, and Capacity

Fossil Fuel Generation

Nuclear

Hydroelectric
Conventional

Wind

Other Renewable Energy

Solar PV Utility Sources

26.13%

16.89%

5.46%

18.73%

31.27% 1.52%

13.45%

3.42%

2.73%

29.50%

49.25% 1.64%

10.10%

0.18%

7.72%

4.67%

71.88% 5.46%

% Total Energy by Type

m % Total Capacity

% Generator Count
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Cyber SHIELD: Risk for the Grid
- Changing Resource Mix and Cybersecurity are the highest Ranked Risks

NERC Rellablllty - RISk Changing Resource Mix

Cybersecurity Vulnerabilities

Rescurce Adequacy and Performance

Critical Infrastructure Interdependencies

Risk Ranking

Highest |p—
(T
Resource Adequacy and Perforn
Critical Infrastructure Interdependencies
Loss of Situational Awareness
Extreme Matural Events
e ty Vulnerabilities
ower System Planning
and Protection Systems Comple;
Workforce
Lowest -

Low ™ Moderate High

RISC Approved:
Board Approved:
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Cyber SHIELD Overview: The Security Imperative

FERC, NERC, Federal
Legislative and State Pressure

@ENERGY

“‘DOE Cybersecurity Report
Provides Recommendations to
Secure Distributed Clean
Energy on the Nation’s
Electricity Grid” ~DOE CESER
October 6, 2022

Cybersecurity Considerations
for Distributed Energy Resources
on the U.S. Electric Grid

October 2022

Low Impact Criteria
Review Report

NERC Low Impact Criteria Review Team
White Paper

October 2022

CIP Standards Revisions

v Requirement(s| for authentication of remote users before access s granted to networks containing low
impact BES Cyber Systems at assets containing those systems that have external routable connectivity.

- + Requirement(s] for protection of user authentication information (e.g. combinations of usernames and
passwords) for remote access to low impact BES Cyber Systems at assets containing those systems that have
external routable connectivity.

+ Requirement(s) for detection of malicious communications to/between low impact BES Cyber Systems at
assets containing those systems that have external routable connectivity.

sed Levels of

FERC orders reliability standards,
registration requirements for wind,
solar, storage to protect the grid

“we find that unregistered IBRs connected to
the Bulk-Power System, regardless of size and
transmission or sub-transmission voltage, that
in the aggregate have a material impact on
Bulk-Power System performance should be
registered.” -

NERC IBR Registration Work-Plan

Generator Owner - Inverter-Based Resource (GO-IBR):

Owners of IBRs which have aggregate nameplate capacity of less than or equal to
75 MVA and greater than or equal to 20 MVA mterconnected at a voltage greater
than or equal to 100 kV; or

Owners of IBRs which have aggregate nameplate capacity of greater than or equal
to 20 MVA mterconnected at a voltage less than 100 kV.

Insurance Policy and Commercial
Litigation Trends — No more wiggle room

|

. ) . -
Minimum Requirements in 731 g
Cyber Insurance

Minimum requirements for cyber insurance are becoming
increasingly complex as insurers look for pristine cyber

security hygiene. We pick apart the most common
requirements in the market today.

Cyber Insurance professionals will often need to assess the policy-readiness
of thair clients by examining their current cyber hygiene management

vvvvvvvvvvvv

according to a set of minimum requirements. The Cyber Insurance Academy  Guices
has interviewed our community members, comprising industry Xperts at vy e nuranees Te Utimate Guide
some of the leading cyber insurance companies around the globe, to get their
insights on the top bast practices that will secura a place in the insurers’ good

books.

e
The Cyber Threa: Actors You Should Know
About

[ OO, W N U SRS | W TSR SO U S

ar
CSO UNITED STATES = NEWS EVENTS AWARDS NEWSLETTERS WHITE PAPERS/WEBCASTS COMMUNITY

Home > Business Operatians » Lega
FEATURE

Cybersecurity litigation risks: 4 top concerns
for CISOs

Cybersecurity and data protection are expected to become top drivers of legal disputes. What
litigation risks should CISOs he most concerned about and what can they do about it?

CIP-003-9FERC Approves Extending
Risk Management Practices to Low-
Impact Cyber Systems
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I N L = Cyber S H I E LD Raising the Floor on Cybersecurity
for grid scale renewables

Supply Chain

Firmware
SBOM/HBOM C&C - Supply Chain
SBOM

STRIKE

CERT Evaluation INL INL ERT Evaluati
15t CERT. CERT. C valuation
[ Assess Notional

Asset Interaction

INL CERT- Architecture Basics
Analysis

Juswabebug Ansnpu| +

INL CERT

Resource Training JRQLESIULE Cvber
StormCloud CHXAMP Workforce Development

Coming Next..

Asset Interaction Analysis
SHIELD

INL CERT- Tuned Assessment

Securing the Path to.Nét-Zero™

IDAHO NATIONAL LABORATORY
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Asset Interaction Analysis

SHIELD-Malcolm A Male Im,
- : Rl = i " B : | ~ >
- il e R S Deploying AIA -
2o | [flyara B oL E el @ INL will deploy hardware (spec’d to
Key Challenges Targeted AN NCHIPTRIES HES NSl ultiple environments) and work with
_ _ " e e | P | bocad | B | OO your team on installation and
Links assets to business processes and translates oo | o | 52 =1~ L= configuration for your network

business processes to OT devices. Supports deeper

threat and vulnerability identification/analysis for user  Threat Monitoring and Analytics L’;“F-)tmgVr‘)’girrft:’gzgzg;;%ir?etg?:”“fy

collection

Key features: \ 1,118,241

403,045

«h ‘ . INL encourages plant owners and
224{098 | |‘||||I|l Ill"lnlh‘lllll.. S— ...||||I||"|“||||||||||||IIIIIIIIII|II|I|II|. APR— o pe rato rS to i n Co rpo rate th e Ca p a b i | ity
e e BN after engagement

v Malcolm: A first step in asset to business processes
mapping

v Works with a spectrum of cyber maturity adding
capability at their level

v" Significant investment by others (DHS)

&
Top 3 Benefits: -
Get to know what you have, better view of asset E .
level risks - devices, protocols, misconfigurations. § e
Helps identify potential attacks, vulnerabilities, and @ O &
active exploits with more precision specific to your - ot teck s >3
assets/devices. SRR ki

Center (SOC)

Increases network visibility to make informed decisions
and improve reliability.
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INL Cyber SHIELD-INL CERT |[CERT-Program Assessment
- Cybersecurity Risk Evaluation Tool | CERT- Architecture Basics

Key Challenges Targeted

Deliver a standardized, repeatable cybersecurity valuation methodology
tuned to the needs and characteristics of the renewable industry subsectors,
which can provide insight and guidance for better informed, broader, risk-
based investment decisions surrounding renewable IT and OT cybersecurity
programs.

4.1 below)

WOBE I @ ¢ s

Inventory and Control of Software Assets - Solar CERT
Inventory and Control of Software Assets

~
2.1 Establish and maintain a detailed inventory all licensed software and firmware wa | A @
installed on all technology assets (IT and OT assets) including: (a) enterprise; (b) J
and (d) hnology /
cure a

operat nology

ontr eri e sof
pu stallati
. tan ummar .
ey ea u res [ & ories fess than annua o
o WOPEBIRQ ¢ reens
2.2 Refer also to 1.2 above. Ensure that a process exists to address unauthorized At [E
software and firmware. Proces: ment and
a remediate where applicable. For PV syster Vi

i
sets use

v" Renewable Sector Focused Capability

v" Leverages DHS CSET tool, with multiple years of $$$ investment

v Open-Source and tuned for renewable industry
Top 3 Benefits: - 1 % - :
Guided cybersecurity assessment and risk-based reportto | == || S E .
1 enhance cybersecurity programs leveraging established =T
framework tuned for renewable asset sector
Ability to map network architecture within the assessment to
2 control areas to help identify or validate your cyber posture .
Network Diagram

Immediate access to input supporting cyber program and
3 resource planning capabilities to more quickly meet maturity

objectives IDAHO NATIONAL LABORATORY




Leveraging INL Resources to Mature Cybersecurity Posture

Phasel

Unstructured

Phase ll
Reactive

Il and Risk Mitigation Capabilities

Phase Ill
Evolving

Phase IV
Proactive

PhaseV
Optimized

“The impact of control failures is justa
cost of doing business.”

* No or limited defined processes or
controls

+ Siloed and inconsistent practices

* Business areas follow different paths
to reconcile control issues

+ No systemsin place to track key
controls

+ Approaches are tactical

* No processesin place to measure
performance

Practicesin the domain are not being
performed as measured by responses to
the relevant cyber framework questions
in the domain

Recommended Cyber Shield Resources

v" Cyber CERT — Basic Assessment
v" Cyber CERT —Diagram Essentials
v Cyber Champ

Securing the Path to, Né—Zere"“

“We have minimum controls and address

security risks reactively, as they arise”

Processes and controls are defined but
not formally documented
Performance management is centralized
(where applicable) but lacks central
leadership

Limited or no proactive efforts or
coordination

Manual or limited performance testing
Limited engagement from key
stakeholders

External relationship management is
siloed, inconsistent and reactive

All practices that supportthe goals in a
cyber framework domain are being
performed as measured.

Recommended Cyber Shield Resources

AV

Cyber CERT — Basic Assessment
Cyber CERT — Diagram Essentials
Cyber Champ

Malcolm — Initial Deployment

E=>

“We are better but still learning how to
consistently and effectively execute”

* Executing controls are defined and many
are formally documented

+ Basic governanceis in place to support a
programmatic management of execution

+  Buy-in from leadership and all business
areas

+ Adequate resources and staffing to execute
controls

+* Technology solutions are available, but ad-
hoc and limited

* Ownership of controls generally
established

All specific practices are not only performed
but are also supported by planning, defined
stakeholders, and relevant standards and
guidelines. All practices are performed,
planned and have basic governance
infrastructurein place to support.

Recommended Cyber Shield Resources

Cyber CERT — General Cyber Hygiene
Cyber CERT — Managed Diagram
Cyber Champ

Malcolm — Managed Deployment

ANENENRN

|
U]
™o
aEm

Network Diagram

“Understanding and managing emerging

security risks is everyone’s job.”

Centralized leadership to set vision and
objectives, central program management,
design and implementation

Controls are structured, planned and
formally documented

Governance and accountabilities are
clearly defined

Controls performance is actively
measured with ability to anticipate risks
and exposures

Program and controls are integrated as

part of annual risk management processes

A combination of standard and custom-
developed tools
Performance reporting

All practices are performed, planned,
managed, monitored and controlled

Recommended Cyber Shield Resources

ANENENEN

Cyber CERT — Full Framework Assessment
Cyber CERT — Advanced Diagram

Cyber Champ

Malcolm — Advanced Deployment

Malc=Zlm

Q.f.

eIy

e

“Strong security programs make us a better
company, paving the way to improved
performance.”

s Processes and controls are formally defined
and documented, coordinated across
organizations and strategically designed

s Programmatic approach to training and
communications to offer complete visibility
across the enterprise

* Formal quality assurance controls.
Performance is regularly audited for
consistent execution

* Failures are evaluated and lessons learned are
implemented and shared as part of extent-of-
condition

s Governance and oversight programs are
robust, formally structured, centrally led and
managed

s Technology solutions integral part of all
processes

All practicesin a cyber framework domain are
performed, planned, managed, measured and
consistent across all constituencies within an
organization who have a vested interest in the
performance of the practice

Recommended Cyber Shield Resources

Cyber CERT — Full Framework Assessment
Cyber CERT — Advanced Diagram

Cyber Champ

Malcolm — Advanced Deployment

AN
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- Conclusion

Engagement > Design > Implementation & Program Maturity

Feedback & Program

0
Engagement SUIEEAIES & Continuous Maturity

Improvement Activities

Project Launch Implementation Deliverables

Looking for industry participants | Designed to minimize level of effort from your teams (understand resources are often thin).

to get involved and leverage _ _ _ _ o _ _ _
these resources to improve | Partner information protection and confidentiality considerations have been integrated.

their cybersecurity maturity. | 5tcomes and deliverables focused on identifying risk, mitigation activities, and prioritization.

Next Steps: Readiness

Partner Maturity Model

Partner Site Survey Questionnaire

Partner NDA

Partner SOP document for Network interaction

AR S R

To discuss more or to sign up contact:
Stephen A. Bukowski at Idaho National Laboratory | stephen.bukowski@inl.gov

IDAHO NATIONAL LABORATORY
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